
ETHICAL HACKING FOR 
BEGINNERS  
INTRODUCTION 



Topics 

• What is hacking and ethical hacking?

• Hacker types 

• Terminologies 

• Networking commands 



OVERVIEW OF HACKING

Hacking

• Exploiting system vulnerabilities and compromising security controls
to gain unauthorized access

• new program or the making of changes to existing, usually complicated
software



Hacker and Ethical Hacker

 Hacker

• Access computer system or network without authorization

• Breaks the law

• Own financial benefits

 Ethical Hacker

• Performs most of the same activities but with owner’s permission

• Employed by companies to perform Penetration Tests



necessity of ethical hackers?



Other types 



Real time famous hacking

• WannaCry ransomware attack

• Sony Pictures hack

• Zero day attack WhatsApp



Basic terminologies 
Word Meaning 

Vulnerability Weakness Of The System

Exploit Penetration Of Security Through 

Vulnerability 

Payload Part Of The Exploit Code That 

Automatically Malicious Activities Such

As Destroying The System

Zero-day-attack Attack That Exploits Application 

Vulnerabilities Before The Patch Is 

Released.

Bot Controlled Remotely To Execute 

Automate Predefined Tasks



The Essential Skills To Becoming A Hacker

1. Basic Computer Skills

2. Networking Skills

3. Linux Skills

4. Wireshark 

5. Virtualization(Linux,win,win10)

6. Security Concepts & Technologies, 
some electronics knowledge 

7. Wireless Technologies

8. Scripting(python)

• 9. Database Skills(sql)

• 10. Web Applications

• 11. Advanced TCP/IP

• 12. Cryptography technique 

• 13. Reverse Engineering

• 14. Think Creatively

• 15.Problem-Solving Skills



Basic Computer Networks and 
network commands 



Network components 

Modem Router Repeater

switch



IP_Address



IP_Address:

An IP Address Is A Numerical Label Assigned To

Each Device Participating In A Computer Network

That Uses The Internet Protocol For Communication.

Ipv4 – 74.125.236.48

Ipv6 - 2404:6800:4007:800::1012



Protocol & Port

Definition for port:

A port number is a way to 

identify a specific process to 

which an Internet or 

other network message is to be 

forwarded when it arrives at a 

server.

Definition for protocol:

Network Protocols are a set of rules 

governing exchange of information in 

an easy, reliable and secure way. 

Before we discuss the most 

common protocols used



Practical session
BASIC NETWORKING COMMANDS 



NETWORK 
COMMANDS 
Discussing following commands 

 Ping

 Ipconfig

 HOST Tracert & nslookup

 Netstat

 Arp -a

• Windows command shell 



Ping 



Ipconfig



Tracert



nslookup


